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What is Identity Theft?
The theft or misuse of  personal identifying 

information in order to gain something of  
value or facilitate other criminal activity

Texas Penal Code § 32.51:

to obtain, possess, transfer, or use a person’s 
“identifying information” or 
“telecommunication access device” with the 
intent to harm the person. 
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Identity Theft Complaints By Age,
FTC 2008
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Types of ID Theft in Texas

Employment-
Related

8,545 27%

Government 
Documents or 
Benefits

5,596 18%

Credit Card 4,620 15%

Bank 3,418 11%

Phone or Utilities 3,204 10%

Loans 1,401 4%

Other 6,455 20%

2008
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How is information stolen?

• Trash diving
• Lost/stolen wallet/purse
• Mail theft
• Burglary
• Skimming
• Computer hacking
• Data breach
• Scams/fraud
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DETER: 
prevention tips and Tricks

Documents, Credit Cards,  and Mail:

• Shred all documents with personal information.
• Do not give your SSN to businesses.
• Use a locked mail box or remove mail promptly. 
• Take outgoing mail to a blue box or post office. 
• Opt out of credit card offers.
• Carry only what you need in your wallet or purse.
• Remove your SSN from other items in your wallet.
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Prevention tips and Tricks

Don’t:
– Give personal information 

unless you see “https” or lock 
symbol.

– Donate to charity via email or 
phone.

– Wire transfer to someone you 
don’t know – especially 
overseas.

– Respond to SPAM.

– Open email attachments from 
someone you do not know.

– Call a phone number for a 
business that is listed in an 
email.

Internet &Phone
Do: Get on the do 

not call list
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What Is Fraud?
or anatomy of a scam

In Plain English:
Fraud is telling a lie or omitting 
important information to get a victim to 
do something he or she would not 
otherwise do and that causes the victim 
harm.

A Legal Definition:
– A false representation of  fact
– Made knowingly
– With the intention that the victim rely on it
– To the victim’s detriment



Who initiated the 
contact?

If not you, it’s a scam.
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COMMON SCAMS
• The Nigerian scam 

– Tale of woe by a sender claiming to be rich
– Sender cannot access own money
– Plea for help with promise to repay
– Wire transfer or money order to account

• The Lottery scam
– Victim has won or inherited a large amount 

of money
– Must pay taxes up front by wire transfer or 

money order 
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COMMON PHONE SCAMS
• Scare tactic

– Caller pretends to be from a trusted source
– Caller states that something is wrong
– Caller requests that victim “verify” 

personal or account information

• Fake charity
– Caller purports to be soliciting for a charity
– Caller takes credit card and personal 

information for donation
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DON’T FALL FOR THESE!

• Jury Duty
• Easy Credit – Pay in advance
• Foreign royalty
• Foreign lotteries
• Work-at-home or investment schemes
• Fake ebay or craigslist sales
• Fake emails
• Internet dating scams
• Medicare Part D scams
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Detect

Check your credit report regularly.
Monitor bank & credit card statements.
Be alert to mail that does not arrive.
Do not ignore harassing phone calls or 
collection letters. 
Check your Social Security Earnings record.
Check your criminal history.
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How to Spot  Dishonest 
Service Providers

• Be alert for service providers who—

– Isolate you from friends and family;

– Ask about your Will or finances;

– Ask to be given power of attorney;

– Do not respect your privacy;

– Try to make you feel sorry for them.

• Report to their boss, tell family members, or call 
Adult Protective Services at 1-800-252-5400.
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Defend

IMMEDIATE CONCERNS:

Stop impostor activity

Report the crime

Repair the damage
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1. Order your credit report and place a fraud alert 
or freeze.

2. Close accounts that have been tampered with 
or opened by an impostor.

3. Report to law enforcement and the FTC.

4. Write credit bureaus and creditors:

• Attach a copy of  the police report.

• Attach a copy of  ID card.
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Fraud Alert vs. Credit Freeze
• One call
• Creditors must 

take “reasonable 
steps” to verify 
identity

• Less effective
• 90 day, 7 years

• Write each bureau
• No one can apply for 

new credit – must 
thaw the report

• More effective
• Effective until 

thawed
• Fee if no police 

report

No credit? No problem!  

Neither will prevent new accounts with merchants that 
do not check credit reports.
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3 Things Needed to Enforce 
Victim’s Rights Under 

Federal Law

Proof of identity, i.e., copy of 
driver’s license or ID card;

Police report, ID theft 
affidavit, or both;

Complete description of 
account, debt, or other item 
being disputed.
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IF IT’S NOT IN 
WRITING, 

IT DOESN’T
COUNT!
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FAIR CREDIT REPORTING ACT

• Free credit report each year;

• Removal of first 5 digits of SSNs on request;

• Fraud alerts for 90 days/7 years; 

• Blocks of portions of credit reports attributable 
to identity theft  (4 days on written notification);

• Allows active duty military alerts;
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FAIR CREDIT REPORTING ACT

• Written summary of ID theft victims’ rights upon 
request;

• Allows victims to get account documentation if 
requested in writing;

• Requires collection agencies to report ID theft to 
creditors and provide information about the alleged 
debt to the victim if requested in writing;

• Prevents a creditor from placing a debt for collection 
after being notified that the debt was incurred through 
ID theft. 
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How can VICARS help?
• Help victims deal with creditors and debt collectors

• Help victims compile documents

• Represent victims in civil lawsuits 

• Provide emotional support and guidance

• Help victims understand the criminal justice system

• Help victims fill out victim impact statements and requests 
for restitution

• Services are free

Call 1-888-343-4414 or visit www.idvictim.org
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